.ﬂmﬁﬂﬁ

7
Za
&5 .. :

ELEVENTH ANNUAL
POLESTAR AWARDS WINNER

GUNJAN TRIVEDI, CIO

Gunjan Trivedi has been associated with IDG Media for
the past four years and presently is an Assistant Editor
with CIO. Prior to CIO, he was a writer with Network
Computing for over two years.

Before he began his journey in IT Journalism, Gunjan
was directly involved in numerous WAN infrastructure
implementation projects at enterprises.

Gunjan has done his Bachelors in Computer
Applications (BCA) and is a Microsoft Certified Systems
Engineer (MCSE) and a Cisco Certified Network
Associate (CCNA).

Gunjan Trivedi wins the PoleStar Award for the ‘Best
Feature in IT Journalism’ for 2008 for his article,
‘Serving IT Shrunk’, which appeared in CIO.

£
2
©
[=
e
=]
=}
K=
=
L)
o
2
)
<
o
=
=
=
=




1

Cover St erver Virtual.ization

Pravir Vohra, Senior GM
and Group CTO, ICICI Bank,
and his team had to do a lot
of first hand learning because
they were the first in their
space and size to virtualize a
significant number of servers.
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Christmas came early this year at ICICI Bank.

A virtualization project has not only made
provisioning lighting-fast, but is saving the bank
aRs 1.15 crore. But, perhaps most importantly,
itis increasing the availability of about 650
applications manifold. sy cunsan TRIVEDI

hey say old habits die hard. It's a adage that's certainly true for
ICICI Bank's senior GM and the Group CTO, Pravir Vohra, Asa
man who was part of the team that popularized online banking
and helped create a new revenue stream for ICICI Bank, Vohra

is already known as an IT leader who can make a difference. He's
also celebrated as a CIO who not only leverages new concepts  p..d.: ROL:
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g5 and tech.nol[-nges to ereate -mover advantages for his Drgamz.atlon, but a.ls-o T
ug adopts solutions at such an unprecedented rate and scale that it advances his virtualization pioneer
%% bank beyond the reach of its peers. Even solution and service providers have  ss How downtime can be
EE found it hard to keep up. reduced
o
gé About four years ago, for instance, ICICI Bank was one of the first, at the 23 The green benefits of
== scale it operates, to successfully leverage enterprise-wide data warehousing consolldation
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and business intelligence. And now the
second largest bank in the country has
again scored another first with technology,
this time with server virtualization.

ICICI Bank’s IT team, led by Vohra, has
used virtualization to arrest an electronic
infrastructure spill-over at its datacenters.
They consolidated 230 physical servers
to just five, running a little under 650
applications on a virtualized environment.
It required them to develop the unparalleled
technology ability to run 60 virtual
machines on a single server but it saved
the bank over a crore annually in power,
cooling and space.

The result? While the server count of its
closest competitors runs into four or five

digits, ICICI Bank services its customers
with just a fraction of that. That’s
incredibly low for a bank of its size with
assets amounting to Rs 384,970 crore,
and with 1,400 branches and 4,530 ATMs
across the country.

BIG, REAL BIG

The business problem ICICI Bank
forever grapples with lies at the core of its
standardized Windows NT architecture.
Any application typically requires a Web
tier, an application tier and a database tier —
it'sa necessary evil. “Now if somebody asks
for a development environment, add three
more. Move onto a testing environment,
add another three servers. So even if you

Virtualization in Numbers

Are you running a superior virtualization effort? You're going
to need the measurements to prove it. A recent study by IDC
examines metrics that T leaders can use to benchmark how
well they're managing virtualization.

159/0 The amount of IT groups that are creating a dedicated team, often
called the virtual computing team, that brings together experts from various IT
disciplines to manage the overall virtualization effort.

8509/0 of enterprises are creating a virtualization management group inside

server and/or storage teams.

200 The average VM-to-administrator ratio, or average number of virtual
images per administrator. How lean your staff running a virtualized datacenter is

an important metric.

About Rs 50 lakh to Rs 100 lakh The average cost-savings
for IT groups deploying formal management processes and solutions for their
virtual infrastructure. The savings result from choices such as applying ITIL-based

processes to the virtualization effort.

309/0 Of IT groups who are implementing ITIL-based processes are making
their virtual infrastructure part of the workflow.

2 vears While many enterprises are still grappling with the tactical side of
virtualization, business demands for use of virtualization for business continuity
and for new applications will mean virtualization management becomes a
strategic project within two years of initial deployment.
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are deploying something as simple as a
library management system, you have to
take nine servers into account. At ICICI
Bank, we run about 650 applications. Go
figure,” says Vohra.

Running that many application
has a domino effect. It demands an
ongoing investment in servers, power
consumption, rack space, switching gear
because as all these servers need to be
interconnected to storage and networking
sub-systems for management, availability
and recoverability. “We were actually
worried that we were ending in a server
or an electronic sprawl,” he says. “It is a
kind of an exponential problem. We were
not utilizing our servers properly but had
to keep them because some development
or some testing could happen. Let’s say
that without virtualization, I'll provide a
server to run a library, holiday home and
collection applications on the same server.
But if you run a user acceptance testing
(UAT) environment at the same time, you'll
have problems. The world has found a
way of consuming the manufacturing it
manufactures,” Vohra says.

The problem wasn’t new. Though the
problem piled up over time, the bank’s IT
team had only experimented with different
technologies from time to time to seek an
effective solution. But a couple of years
ago, they started looking at a solution in
earnest. “We found an embryo of a solution
that we believed could work and improve
over time to adequately arrest server, rack
and power sprawl. We considered it to be
workable enough to start dabbling with. It
was a struggle for us,” recalls Vohra.

Vohrareferstoatwo-year-ago old initiative
that was fundamentally concentrated on
server consolidation. Over the last year,
the scope of the project has expanded to
include other infrastructure consolidation,
and an overall focus to reduce the bank’s
carbon footprint. But it’s been a journey of
discovery, he admits. “We can't take credit
for scripting a story toa design principle. We
found a way as we discovered new things
and worked with different technologies.
Theidea was to improve our I'T management
capabilities and to reduce power and cooling
consumption. It’s about working around a
theory of constraints,” he says.
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SCHOOL OF
HARDKNOCKS

Vohra formed a core team of 12 who
were part of the NT admin team in the
shared services vertical that takes care
of the bank’s datacenters. The team ran
a few proof-of-concepts, and started by
virtualizing environments that were lower
on the showstopper scale.

Vohra points out that out of the
630 applications, there are about 200
applications, which nobody would even
notice if they were shutdown for a day. For
example, a one-day outage of applications
such as ATM cash analysis or dead-stock
inventory MIS generation would not raise
any eyebrows.

But as the team started testing in live
and more critical environments, they
set high-water marks for the thresholds
of running applications in a virtualized
ecosystem. About 14 months ago, the team
managed to run about 51 virtual machines
onasingle physical server. “We were trving
to figure out what we were running out
of: compute resources, 1/O bandwidth or
memory? We'd take say a server of 4-CPUs
with 8-cores, running Windows and run
a mixed load of applications on 51 virtual
machines. Not only did we break Sun
Microsystem's record of running 50 VMs
on a server but we topped it. We touched a
figure of 60 virtual machines on a single
server. Of course, we later determined
the optimal threshold at about 35 virtual
machines,” savs Vohra.

As the proof-of-concepts succeeded,
turnaround times for the project were
defined, allotted and rolled out. The
turnaround times for the identification
and redressal of problems were monitored
closely. “With technology, it is very easy
to say that something doesn't work. It is
much harder to make it work. Obviously, it
takes effort to make something hard work.
But the problem in such cases, is that you
don't know what vou are going to do but
you discover whalt you need to do. You do
it and take the next step,” he says.

As the team scrambled forward with
its server virtualization push, it had to
pick its way through numerous technical
challenges that surfaced. High CPU
and memory utilization led to frequent

“YOU DON'T VIRTUALIZE FOR
RELIGION'S SAKE. YOU DO IT ONLY
IF IT MAKES BUSINESS SENSE.”

Pravir Vohra, : rGM

performance degradation, which were in
turn compounded by network bottlenecks.
This resource issue was addressed by using
dynamic memory and CPU allocation to
avoid creating performance chokepoints.
Patching and upgrading to higher versions
were also undertaken to overcome various
technical limitations.

“You run into a choke and after some
analysis vou realize that the internal disks
are not good enough or you need a higher
/O bandwidth pipe. Or you might find that
the machine is running out of memory for
no logical reasoning. The physical machines
you're virtualizing, may add up to only
32GB of RAM, while on a target machine
you have 64, Since we were pioneers in
implementing such a solution at this scale,
there were no easy answers available,
Not even with our solution providers. We
understood the theoretical concepts well,

but we became experts by living through
all the live classrooms,” he recalls.

THE SMALLER THEY ARE,
THE RARER THEY FALL
Today, ICICI Bank runs about 40 virtual
machines on a server, with VMware
virtualizing the environments of database
server running SQL instances; application
servers such as Websphere, Pramati
and Oracle; and Web-servers. Vohra
explains that as a strategy the current
implementation has been executed only
on 8-CPU dual core, 64GB RAM servers
so that the features of over-commitment of
memory and CPU resources are leveraged
and VMware is able to scale up instead
of scale out, taking full advantage of the
Bank’s licenses.

To decrease the use of multiple network
cards, the servers have been moved to the
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The consolidation of 230 servers to five has resulted in

AN ANNUAL OPEX SAVINGS OF OVER SEVEN
FIGURES due to power, cooling and space. The break-even
period, considering capex, has been about six months, with
projected savings for five years of about Rs 5.7 crore.

same subnet of the NAS storage. This way,
the same network card could be virtualized
and deployed. This also ensures that
connectivity to the storage through iSCSI is
consistent and there are not too many hops.

“You can now over-commit resources.
If I really needed 24 cores to do something
spread across 30 applications I can now
give them two cores each. That is a total
is of 60 cores but physically I have only
24,” says Vohra. The logic is that not all the
applications peak at the same time. Some
of these systems allow to over-commit
resources beyond the boundaries of the
physical box.

The required disk space on the home
server has been provisioned on the
connected iSCSI and Fiber Channel-based
storage to meet the requirements of hosted
VMs. I/O bottlenecks had been avoided
by segregating storage connectivity on
different network interfaces, says Vohra.
This requires separate network cards for
individual storage connectivity.

The virtualization effort forced various
processes to be relooked and improved. It
has translated into speedy provisioning that
takes no more than two minutes of. This
has directly reduced the average downtime
of all the virtualized applications. Earlier,
though the bank’s IT team could provision
five servers as standby for 30 servers it took
three hours to bring up those server, in case
of a failure. Each server had to be manually
configured, loaded and restored. And if the
incident occurred at 2AM, it could take as
much as five hours to bring up.

Now, with automatic provisioning
and over-commitment in place, running
applications can failover seamlessly and
automatically. Feautres such as V-Motion
have been employed to transfer applications
to higher configuration slice. Such
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innovative online fallback mechanisms
have led to zero downtime.

Virtual machine slices with requisite
operating system configurations have been
created on virtualized disk space. Cloning
feature of such VM slices help in the rapid
provisioning of resources when they are
required. Downtime has been minimized
by provisioning alternate servers with the
V-Motion feature for auto failover of the
entire system to another base server or for
individual virtual machine failover.

Though the businessis exposed toall 650
applications, not all the applications have
beenvirtualized, says Vohra. There are a few
applications (running on 900 servers) that
are too critical and too monolithic to be put
on a virtualized environment. Applications
such as the core banking system and credit
card applications demonstrate no advantage
even if they were virtualized as they need
power-packed servers to run in any case.
“You don’t do it for religion. You do it only
if it makes business sense. Anything that
doesn’t require super-sized servers has
been virtualized. All the new applications
also are being virtualized. Only about
20-odd applications are running on very
old servers. We will either retire them and
have them virtualized eventually. They
are part of the last mile of the journey,”
he says.

Such technological advancements have
made an impact on the resources and
learning skill sets in ICICI Bank’s shared
services team. They need to stay abreast
with new technologies. It, however, doesn’t
affect the application development team.
As long as they see a server name, an [P
address, they have local admin rights to the
server; they don’t know whether that server
translates into a pizza box or waferware,
Vohra says.

Vohra maintains that given the amount of
money a CIO needs to sink in a project like
this, it had better make sense and a CIO
better believe in what he or she is doing.
At ICICI Bank, once the proof-of-concepts
were successfully executed, there was no
doubt over what would work and what
would not.

But Vohra warns of peripheral things
a CIO can never test, unless they get
their feet wet. “We took a considered
view. If some of these don’t run, we were
comfortable that we had the ability to
work with our partners to get upgrades or
patches to make them run. When you are
a pioneer, you are bound to trip up. But if
your relationships are strong, then your
partner will also work with you and solve
your problems,” says Vohra. ICICI Bank
had quarterly targets of how many net
servers were de-inducted. Payback was
how many physical servers were sold for
scrap or sent for recycling.

“In the end, we saw clear business
payback. Business may or may not see it
because for them it is just an event. They
will see results only when an application
goes down. In the life of a business
manager, it will happen only three
times. If it is 4AM, he is not bothered.
But if it is at I0AM, and if it is a trading
application, he would kill you for even 10
minutes of downtime. When an incident
happens, a 3-hour or a 30-minute outage
hurts business equally. Applications ran
reasonably smoothly earlier but now they
don’t see any outage at all,” he points out.

POCKET POWER

Although users are not consciously aware
that the applications they use everyday
have been virtualized but there are still
measurable, demonstrable business
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benefits. The consolidation of 230 servers
to five has resulted in an annual opex
savings of Rs 115 crore on account of
power, cooling and space. says Vohra. The
break-even period, considering capex, has
been about six months, with projected
savings for five years of about Rs 5.7 crore.
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Keys to
 Virtualization
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ICICI Bank’s IT team buys servers today
hased on their power consumption. It is not
that one company is worse than another,
or that one model is better than another,
says Vohra. “You should never generate
more heat and consume more power than
you can avoid, Would I buy a car, which is

|

‘With server virtualization being all the rage, it can be very tempting to jump
intoit with a'build it and they will come' mentality, This could be risky, as recent
‘surveys have indicated that a sizeable number of adopters aren't able determine
if their projects were successful. We shouldn't forget that a virtualization project
‘is no different than any other large scale IT undertaking: it takes careful planning,
clearly defined abjectives, and reliable execution in order to realize the benefits. -
‘Here are a few items to help avoid some common pitfalls:

‘M Quantify projected cost savings with straightforward, easy-to-quantify
s metrics. You can't determine project success without a yardstick, but stick to

‘hard dollar savings and aveid soft, fluffy or complex TCO/ROI calculations.

oo

™) Prepare to virtualize a substantial number of servers. Realizing the value
#&8 depends, to some degree, on scale, Develop a formalized target server list aiﬁ |

'@sure that resources and commitments are in place to virtualize them.

P¥ Ensure application owner buy-in. Application owners don't like to feel like

et |
el

=¥ cuiinea pigs and may raise concerns aver potential service impact. Have soli&
{:}_ej___source utilization metrics in place and ready answers for common concerns |
(e.g.. performance, availability). Strong executive sponsorship will also help. And,

‘of course, always have a back-out plan.

& Create a plan for engoing operational process integration. This is where

b

— smuch of the heavy lifting comes. Processes for monitoring and managing
‘virtual machines must be integrated into existing workflows, and it will be
‘necessary to enhance standard procedures and possibly acquire additional tools

1o better support virtualization.

fors |

! Re-evaluate capacity planning and resource requirements. Virtualization :
=¥ nakes provisioning easy — sometimes too easy — and it's possible to overrg_m.

‘server and storage capacity sooner than expected.

oia

@™ Enlist the right cross-functional resources in the project process. This is ncﬁ |
¥ |ust a server consolidation, it's a major infrastructure change and the other
‘segments of the infrastructure supply chain, including storage and networking,

‘need to fully participate.
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cheaper but consumes more gas? It is the
same thing. At the end, you want to pay a
little premium to buy a car that consumes
less fuel. There are models of servers
that are of similar compute capacity but
consume almost two times the power of
another,” he says.

Today, Vohra is in a position to point this
out because he knows. “The electricity bill
at my datacenter alone has come down by
Rs 70 lakh,” he says.

The procurement and indenting process
has witnessed a dramatie change, too, after
the virtualization revolution at the bank. All
the business units in the ICICI Group have
been instructed to not indent or procure
physical servers. The only unit they are
allowed to procure their indent is in cores.
Instead of asking for physical servers, they
are supposed to ask fora certain number of
cores because for every application, the unit
of measurement is no longer a computer or
a CPU but the lowest measurement unit in
commercial terms.

“Fundamentally, the DNA of the
enterprise has changed. Budgeting is
now based on cores. Soon, going forward,
we will move over to threads as the unit
to indent and budget. The only people
allowed to count servers are those from
the shared services group who manage our
datacenters,” says Vohra.

Virtualization and the resulting green I'T
benefits have effectuated the organization to
earn valuable carbon eredits. The enterprise
intends to encompass various organization-
wide green initiatives that go beyond its
datacenters to create a meaningful and
substantial trust fund of carbon credits that
can be leveraged at the right opportunity.

“The logic for pursuing this initiative
is that it not only addresses the global
phenomenon of enviroanmentally
responsible business but also leads to
efficiency gains and associated cost
savings. As a result, we manage to cut
flab, evolve lean processes and also benefit
from building an environmentally aware
organisation,” he says.

Like they say, good things come in
small packages.

Gunjan Trivedi is assistart editor. Send feedback onthis
feature to gunjan_t@cic.in
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